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Agenda

1. Intro:
- About SITA — Truly Global; Supporting Aviation’s IT & Telecommunications
- The Context for Aviation: Privacy, Security, Digitization & Passengers

2. Example of Successful Digital Travel — “Happy One Pass”

3. Data Breach Response — A suggested “Executive Playbook” for first 48-72 Hours

Questions & Close
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Part 1:

About SITA -&-
The Digital Context
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Intro: About SITA

A truly global organization

T 100% 7 : 000+ « We represent 134 nationalities & speak 60+ languages
dedicated to the air transport Customers
industry

* Five business units:

% () @ 200+ > Airports
years providing easy air travel Countries and territories » Communications & Data Exchange
every step of the way > Borders
» SITA for Aircraft
@@ 1 : 000+ © 0% » Champ Cargosystems
Airport presence Covering international

destinations

« A diverse portfolio covering passenger processing,
airport operations, telecommunications, border
management services, flight operations & cargo IT

SITA
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The Context: Privacy, Security, Digitization

Passengers enjoy using technology for
travel and are using it more and more

100+ countries have brought in personal
data privacy laws

More countries are imposing mandatory
IT security requirements on critical
infrastructure operators and cloud IT
operators
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% of passengers using technology (mobile, kiosk, automated gates, web) in 2022

For airports it is necessary to: (a) enable passenger digitization for enhanced travel experience;
and (b) understand the data in your IT ecosystem, and identify and manage risk accordingly
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SITA
Part 2:

An example of digital technology in action:

Digital Travel
Happy One Pass f
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The Future with Digital Travel w B

Pre-Clearance / DTC . Multi-Modal

Biometric Verification 4 » Processing

Low-Risk Traveler
Segmentation

Operations
Integration

Standards and
Interoperability

SITA
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he Aruba Story — Realizing Digital Travel

Drivers for Change
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Long immigration wait times (entry/exit).
Long US departure boarding time

¢ NG | TIPSl e

W
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Travel process is cumbersome, clashes with
the Hollday mood

-

tegiion
e Need safer, secure identity verification for travelers

Vaccination PCR test

Evolve passenger processing in a competitive travel
and tourism market. Data Privacy, control, convenience Boarding pass Passport

Facilitation for off airport vendors, quickest way to the beach
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Aruba Happy One Pass

12:33 12:33 H R H s LTE
Aruba HOP Aruba HOP

. . Government
Welcomel! Data Privacy Notice

. SITA is committed to maintaining your trust by
ensuring that your privacy is protected.

. For this mobile app, we will be processing
passport related information. This will include
your full name, date of birth, nationality,
passport number, country/state that issued
your passport, the expiry date of the passport
and your passport photo. This information will
be processed against the ICAQ PKD (Public
gﬁrp?):z:.mry) information for verification Information Requested

. SITA processes the above personal data
glen]ents (arppngst uthers)_ for the purpose of DTC Type-1 Identity
issuing a verifiable credential for a passenger E Re

& ~ quested on 17 Apr 23
traveling to Aruba in the context of a
seamless travel and border crossing corridor
process together with the Government of Dte:

HAPPY ONE PASS Aruba. MIJhHQIBATCCYRaAGgUOZDRJSXAEQO... 3

. The processed personal data is stored locally
on the mobile device app for as long the app Gender:
is installed. In case data is transferred to third M
parties for the above-mentioned purpose,
then the respective third-party data retention Document Number:
policies apply. ANG69488

. Other than your passport re\ated_ |_nformatlon, Date Of Birth:
we do not collect any other sensitive personal
data, such as political opinions, religious or 08 JUN 69
philosophical beliefs, trade-union

@ 1have read and agree to these terms.
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Aruba Happy One Pass

9:113

{ Credentials Credential Details

Identity
Issued On 03 Apr 23

vz o ) : s 3 G Credential
e L\\Qcopf\g SMRTD

N )

Of e United States,
dr O to forse caore et Uniox.
ol e, e st Tragaety

proside for the comvanoe sgonce,

ot e o) Wi vt e
e Blowisgy of Laberty bo euretons and.
o) o oty and entelNBS N S Given Names
Cobsglaegfor e i s of Aot

HAPPY

Document Number

340007237

Date Of Birth
08 Jun 69

Family Name

TRAVELER

Gender

F

Document Type

Dtc
MIJhHQIBATCCYRaAgguOZDRJSXd6Q... 3

Created Date
03 Apr 23

Chip Photo
% Chip Photo.jpg v

Biometric Photo
(DG2)

P<USATRAVELERSKHAPPY <<<<<<<<<<L<LL<K<<RR<<K
3400072370USA6707046F1608078910000193<113538

Nationality
CAN

| Digital Travel — Happy One Pass | WALA Paris 2023 | © SITA 2023




Aruba Happy One Pass — ED Card + DTC

+ 0 (&) (%) https:/jedcardaruba.aw Ak = @ @

eoe @~ 0 & edcardaruba.aw ¢ M

£ import favorites @B Homepage -The H.. [7) New folder [7] Digital Travel Demo |  Aruba Online ED

Application
o Application
Process
Start Personal Travel Health Disclaimers Review Payment Completion
Page Info Information Questions Application
Last Name * ZURICK (-]
‘ First Name * MICHAEL Q
Dateof Birth* XX  ~ JUNE v 00K v
Nationality * UNITED STATES v @
Notice of use of this QR code Passport Number * H000000¢ | o

Data

Privacy Data

Notification Protection
Protection

© Aruba's Online ED Card. All rights reserved | Processed by RADEX BCMS
© Aruba's Online ED Card. ights reserved | Processed by RADEX BCMS

Travelers are able consent to share their personal Government is able to address historical data
information from the comfort of their home guality issues by travelers

SITA Trust Network

| Digital Travel — Happy One Pass | WALA Paris 2023 | © SITA 2023



Part 3:

Data Breach Respons
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Suggested “Executive Playbook” 7 (==
for the First 48-72 Hours
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K2 »
Data Breach!

The first 48-72 hours is a vital t*

period after discovery of any cyb. :
attack on your organisation that may
involve personal data or critical data. o

This is written mainly
from a GDPR EU/EEA
and UK perspective but
has global applicability

If your organization is unfortunately
targeted, the following Is suggested as
a practical list or “playbook” at
Executive level for actions.




A Checklist — Six Vital Things

Minutes & Resources
Policies

Legal Privilege

Board Communications
Notifications:

Govt Regulators

Law Enforcement
Stakeholders/Customers
Banks / Credit Card issuers

Publicity
»




@

1. Minutes & Resources

This will become important later:

Immediately start minuting all meetings
from the get-go.

You will need resources — including
admin resources — for tracking all
meetings and decisions made.

\

A clear record of managers’ involvement
IS Important.




2. Policies — Follow them

The question will come up:
Did you follow your Crisis / Incident ‘
Response Policies?

So: minute that you are following your
policies or if deviating, make sure that this is
also minuted with the reasons.

E.qg. If the policies say that Head of IT
Security Is to chair meetings, make sure that
OCCurs.

Ransomware
response?

»



3. Legal Privileged — Use It.

. FINNAIR .
The inhouse legal team ——“—ma‘@\

should engage external
lawyers to ensure full
privilege applies right away.

I—

but you can have the law firm engage them to have a strong
privilege position here, if Io&; or harm is anticipated.
F




4. Board Communications

Start Board reporting — being brie
formal reports that confirm team
leadership, organisation and actions.

Request Board feedback and
direction.

Ensure that reports confirr‘trﬂ
application of the company’s policies.




5. Stakeholder Notifications — Actio

- Prepare to advise stakeholders. For airp include

airlines, govts, banks, credit card issuers if ‘va

- Consider necessary regulator notifications. Even as sub\ IR

processor/contractor it can be mandatory to report. -

- Consider law enforcement — e.g. cyber-crime divisions..

- Laws often mandate that suppliers notify customers
“without undue delay” — 72 hours may be maximum time
period but regulators now expect impacted parties to
notify as soon as there is areasonable suspicion of a
breach (as do controllers in contracts with suppliers).

.......



6. Publicity — Expect it

Your Communications/Marketing tea
will need to prepare a responsive
statement and begin to consider

proactive website or other statements.

Be aware that journalists requesting
comment often provide only a short
window of time before going to press.

A

L




Final Thoughts and Q&A

- Data breaches are becoming more
common.

- Dealing with trusted providers is key to
risk reduction.

- If your organization is unfortunate to
be a target, and the data incident that
you are managing is serious, ensuring
that the first hours are handed | the
most expedient way will suppor‘future
loss mitigation and damage control.
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Stephen Baird
Assocnate General Counsel
'W"Stebhﬁﬁ Bawd@sﬂa aero

Tatiana Arima Cohen Zaide
Legal Director, Americas-
Tatiana.Arima@S5ita.aero
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